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1. (a). State the primary objective of an intruder when targeting an information system.

[4 marks]

(b). Identify two (2) statistical anomaly detection methodologies utilised within Intrusion Detec-
tion Systems (IDS).

[4 marks]

(c). Explain the concept of rule-based anomaly detection in an Intrusion Detection System
(IDS)

[5 marks]
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(d). Describe the underlying mechanism of a Packet Filtering Firewall and identify the specific
network parameters upon which its filtering rules are constructed.

[6 marks]

(e). Explain how S/MIME (Secure/Multipurpose Internet Mail Extensions) achieves the security
services such as Authentication and Confidentiality in email communication.

[6 marks]
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2. (a). Whatis MAC Address Spoofing?
[4 marks]

(b). Explain the security threats associated with MAC Address Spoofing in wireless environ-
ments.

[6 marks]

(c). Suggest a technical control that can be implemented to remediate security risks arising from
MAC address spoofing.

[4 marks]
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(d). Explain why Wired Equivalent Privacy (WEP) has been deprecated and is considered ob-
solete by the modern wireless networking industry.

[3 marks]

(e). Specify the expected trust levels and access privileges granted to each of the following groups
in an organisation: Employees, Contractors, and Guests.

[3 marks]

(f). An organisation houses its web server inside a Demilitarised Zone (DMZ). The firewall is
configured to block all traffic except HTTP and HTTPS. The internal router is configured
with an outdated routing protocol (RIPv1), which broadcasts routing updates in plaintext
across the local subnet without authentication. Identify a Network Asset, a Network Vul-
nerability present in this topology, and a potential Network based Threat.

[5 marks]
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3. (a). Transport Layer Security (TLS) is a combination of protocols working together to secure
information communication.
1. What is the Phase I of Handshake Protocol in TLS?
[2 marks]

ii. Explain the objective of the Phase I of TLS Handshake protocol and list four (04) out-
comes of it.

[5 marks]

(b). What is the problem addressed by Kerberos Protocol?
[4 marks]
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(c). Write down three (03) environmental shortcomings of Kerberos V4.

[3 marks]

(d). Write down five (05) services provided by a federated identity management system.

[5 marks]

(e). Write down three (03) authentication methods of Extensible Authentication Protocol (EAP).

[6 marks]
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4. (a). Using an example, explain why the communication in a Virtual Private Network (VPN)
may not necessarily be encrypted.

[5S marks]

(b). Write down five (05) selectors determining a Security Policy Database (SPD) entry in an
IP Security VPN.

[5 marks]

(c). What is the IP Security protocol that provides your confidentiality for the communication.

[2 marks]
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(d). Use the IPv4 packet structure to explain how IP Security tunneling mode can be distin-
guished from IP Security transport mode.

[5 marks]

(e). What is referred to as ISAKMP in IP Security and what is the purpose of it?

[3 marks]
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(f). Explain the difference between internal compliance and external compliance.

[5S marks]
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